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Summary. 

-

-

-

practises on a regular basis, in order to enable organizations in maintaining a secure posture. This 

-

ing actionable information for the implementation of good practises in security, in order to mitigate 

or reduce the impact of a security incident.
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opportunities, and enhanced access to information. Companies use the Web to 
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-

Russian attack to Wall Street businesses noticed last August, in retaliation for 

US sanctions imposed on Ukraine. The Russian hackers allegedly stole large 
1. In fact, a cyber attack may 

Edward Snowden disclosures and new forms of espionage created geopolitical 

security risks.

-

implementation of good security practices, in order to mitigate online fraud. 

-

practices to adopt in order to mitigate online fraud. Finally, conclusions are 

1. An Overview of Online Transaction Models

The widespread adoption of information and communication technology has 

promoted the appearance of new models of online commerce, namely B2B 

(Business-to-Business), B2C (Business-to-Consumer), and C2C (Consumer-to-

-Consumer). B2B applies to transactions between manufacturers and suppliers 

or distributors. This commerce model has been widely used between organi-

-

1 P. Sherwell, , 
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-

They are predicting a continued growth in 2014, forecasting U.S. e-commerce 

predicts that online sales will account for 10% of retail sales by 20172

the US is by no means alone here, and the signs point toward continued growth 

in other regions as well . 

In the beginning, B2C transactions started with companies selling on-li-

ne products such as music, software applications et cetera, but soon the banks 

customers to search for products that they can purchase later in the physical 

store. Recently, there has been a trend towards multi-channel retail, allowing for 

new models such as purchasing online and picking up in the store. In fact, this 

product they actually bought. 

-

or goods4

in its ability to connect millions of sellers with millions of possible buyers worl-

dwide. More recently, there has been a growing interest in the potential of social 

1. -

sed communications with electronic communication, it makes their processes 

2. 

to capture and process orders more quickly.

2 S. Mulpuru, C. Johnson, D. Roberge, , 

-

 Ibidem.
4 , 1st

 Ibidem.
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Closer integration of suppliers and consumers, enabling just-in-time manu-

facturing.

4. 

-

nally traded on a local scale to do business on a global scale.

Additionally, there are also a number of limitations associated with online trans-

actions, such as

1. 

being particularly secure or not easily integrated with technologies in other 

areas.

2. -

ternet.

transactions. Many people still do not trust electronic transactions enough to 

It is recognized that issues related to information security and information pri-

-

-

thout one’s knowledge or consent, in order to allow the selection of which aspects 

-

sumptions in different countries). Anonymity is being able to communicate without 
7

1. -

nicating, but they can know who you are.

2. With anonymity, others can see what you are doing or what are you commu-

nicating, but they do not know who you are.

Often, one or the other is assumed to be assured by a solution when, in fact, 

it is protecting one of these and not the other. Usually consumers want both pri-

8.

This highlights the importance of being aware of the concepts related to 

security, and then following adequate security guidelines and good practices in 

 Ibidem.
7 J.M. Stewart, , Global Knowledge Training 

-

8 Ibidem.
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-

rity practices.

2. Common Security Vulnerabilities in Online Transactions

According to the international security standard ISO/IEC JTC1

represents any weakness of the system10

11 -

about secure programming practices. As a result, the security of an application 

day delay in publishing a brand new feature on its website could allow a com-

changes, and businesses need to stay ahead of the competition. In such scenario, 

the goal is to get the functionality online, disregarding security issues to a later 

-

inside of the organizations12. Take for instance, in the case of a well-meaning 

employee simply willing to work from home by sending a spreadsheet through 

 International Organization for Standardization (ISO)/International Electrotechnical Com-

mission (IEC), Joint Technical Committee (JTC1).
10 ISO/IEC FDIS 27001 Information technology – Security techniques – Information security 

11 

12 , 
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Figure 1. Symantec Threat Report

Nearly a quarter 

of IT managers don’t 

know how secure 

their website is

12% – Totally secure

2% – Not secure

27% – Reasonably secure

, -

, it is 

a mistake to assume that only large companies are targeted by attacks. The report 

smaller companies also clearly need to get a better picture of not only what their 
14.

In the following section, a list of the top commercial categories traded online 

will be presented, indicating the categories affected by fraud.

3. Top Commercial Categories Affected by Fraud

-

 – Airlines,

 – General Retail,

 , 

14 , op. cit.

 , RSA-online-fraud, 
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 – Computers/Electronics, 

 – Ticketing, 

 – Telecommunications, 

 – Money transfer, 

 –

 – Toys, 

 – Clothing, 

 – Restaurants and dinning.

the subjects of fraud most often. Figure 2 illustrates that reality.

Figure 2. Top commercial categories affected by fraud
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 , RSA-online-fraud, “EMC.

-

curity breach can result in the loss of intellectual property, a theft of identity, the 

an organization’s image, brand, and public reputation . Rapid changes are taking 

place and will certainly modify the liability rules concerning card purchases for 

-

transactions.

 , IBM Corporation, “IBM Software Thought 

1% 1% 1% 1% 1%
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3.1. Some Values of Fraud in Online Transactions

– this in just one month. Based on this information, the RSA estimated phishing costs 
17. In general, 

-

Netherlands, the United Kingdom, Malaysia and South Africa18. 

4. Security Risks

-

. According to the security standard ISO/IEC 27000 a threat can 

be a potential cause of an unwanted incident, which may result in harm to a system or 

or unintentional, such as coding mistakes, mistyping, and loss of data storage media20. 

In online transactions one of the main security risks is linked to the authentication 

the stakeholders. Those who buy do not know who sells, and this fact contributes 

to a main constraint on online transactions. Usually, consumers are suspicious about 

security issues related to online payments and identity frauds are also limitations to 

online businesses. Consumers are often hesitant to share their credit card details onli-

-

17 
18 Ibidem.

 T. Pereira, op. cit.
20 Ibidem.
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-

gement System (ISMS)21. This fact is especially important when the organization 

on the balance between the costs of applying information system controls and the 

-

ment process should not be treated primarily as a technical function carried out by 

-

ment function of the organization.

-

wing actions is required22

1. 

-

2. 

4. 

losses (lost income, loss of real property, a penalty imposed by regulation, 

-

to be implemented.

-

.

21 -

22 K.K. Mookhey, , 2014, www.sy-

 , Prentice Hall PTR 2002.
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security and may help to reduce or mitigate potential harm. Manager and staff 

awareness of the risks and knowledge about the nature of controls used to mitigate 

the risks can assist the organizations in how to deal with security incidents and 

be based on a risk analysis process. 

The following section makes an approach to some security controls that might 

be used in the scope of online transactions.

5. Good Practises to Mitigate Online Frauds

Security is not a singular concept, solution, or state, it is rather a combination of 

-

24

-

-

-

controlled paths. Additionally, there is concern about the integrity of information 

-

-

are who they say they are before the transaction is entered into, or at least, before 

cannot deny that the transaction had been entered into, or at least that they had 

performed the transaction, as it is supposed to happen.

 – strong authentication of all parties to the application or communication,

24 J.M. Stewart, op. cit.

 , 2014, ISACA – Information Systems Au-
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 –

contamination,

 –

 – ensure that the business can continue to operate in the case of technology 

failures,

 – -

-

wing good practices on data security when building their websites

1. Creation of a page with information on an organization’s security practices 

and controls. In particular, it should inform consumers how their card account 

2. Ensure the organization is PCI (Payment Card Industry) compliant. Being PCI 

-

tion of the identity of the business company and encrypts the data in transit.

-

the PCI standard. In practice, the risk of a security breach outweighs the co-

4. 

credit card transactions in order to reduce fraudulent charges.

Require strong passwords. It is the responsibility of the retailer to keep custo-

-

ber of characters and the use of symbols or numbers will certainly help custo-

for criminals to breach the online site.

for multiple and suspicious transactions coming from the same IP address. 

Similarly, it is also prudent to set up system alerts for multiple orders placed 

by the same person using different credit cards, phone numbers that are from 

markedly different areas than the billing address, and orders where the reci-

pient name is different from the card holder name.

 J.L. Schiff, , 
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7. 

chat sessions, since none of these communication methods is secure. Employ-

ees also need to be trained on the laws and policies that affect customer data 

and be trained on the actions required to keep it safe. Finally, the use of strict 

written protocols and policies to reinforce and encourage employees to adhere 

to mandated security practices should be implemented.

8. -

security cameras in the online shop. Tools like Woopra27 or Clicky28 allow 

software.

targets for attackers. Outdated sites are constantly found running with more 

many others, all need to be patched regularly.

10. 

frequency, sophistication, and the range of targets, in particular, on online 

11. -

. Therefore, to make sure 

the site is properly protected, it is essential to back it up regularly, or make 

27 
28 

 E. Delaney, , 
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12. -

not, what it means, and why it is important. A system is only as secure as the 

people who use it.

-

that email is a secure way for transmitting personal account information, when 

this is actually a non-secure way of doing business. In order to protect consu-

mers, an organization should highlight its best practices for data security on 

their website and in all email replies. In particular, the consumers should be 

informed that email is a non-secure way for transmitting information and sho-

-

tion. Additionally, the customers should be informed that the online website 

incorporates information encryption capabilities that offer reliable protection 

shop online.

-

On the customer side, there are a set of good practises to follow in order to 

1. 

data on their computer.

2. Strong Passwords. A strong password must be used for shopping and for email 

address that the shop is connected to. The same password for a shop, an email 

address, or any other online matters must not be used.

-

formation. This request is usually the result of a phishing attack, whos aim is 

to steal access credentials.

4. Banks or online companies generally personalize emails, as they know the 

includes false but sensational messages, such as “urgent – your account deta-

companies do not ask their customers for passwords or account details in an 
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from emails, no matter whom they are from. 

7. It is mandatory to keep the computer secure. Some emails or other spam may 

or open a ‘backdoor’ to allow hackers access to the users personnel compu-

detect and disable malicious software, while using anti-spam software will, 

the information on their computer secure while blocking communication from 

unwanted sources. It is important to maintain updated and download the latest 

security patches of the used browser. If patches are not installed, the user sho-

These are by no means the only steps the users should take to make their 

those changes. 

-

-

incident or at least minimize the impact when a security incident occurs.

Conclusions

The growth of popularity of online transactions has brought new and, most of the 

time, underestimated security risks. This demands better awareness about security 

-

information and therefore, companies should conduct their businesses adequately 

to ensure the CIA properties of information. There are countless methods that 
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In this paper the main threats that can compromise the operability of online 

-

ide consumers that use these applications as well, in order to mitigate frauds and 

reduce the impact when a security incident occurs.

-

ryday to respond to globalized competition, since consumption on the web is gro-

attackers. 

incident, or at least minimize the impact when a security incident occurs.
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